Privacy, Civil Liberties, & Nanotechnology Forum
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Contact person: Brad Herring

Contact information: bradh@ncmls.org

General Description

Summary: 

This forum explores new technologies that are revolutionizing the way we track threats—disease, terrorism, and crime—to individuals and society as a whole. Nanoscale technology is one of the many approaches currently being explored. 

Every time we use a credit card, swipe a subway pass, or send an email we are sharing personal information about ourselves. Just how is the information used?

How do we balance an individual’s right to privacy vs. community safety? What do you consider a civil liberty? And who ultimately sets these standards?

This forum asks participants to consider and discuss several nanotechnology application scenarios and the possible opportunities, impacts, risks, and benefits. Forum participants will deliberate in small groups and create a group response to the overarching question, “how can nanotechnology affect someone’s privacy”. Finally, each group will make a brief report to everyone on the group’s thoughts and recommendations.

Big idea: 

How can nanotechnology affect your privacy?

NISE Network Main Messages: 

[  ] 
1. Nanoscale effects occur in many places.  Some are natural, everyday occurrences; others are the result of cutting-edge research.

[  ]  2. Many materials exhibit startling properties at the nanoscale.

[  ]  3. Nanotechnology means working at small size scales, manipulating materials to exhibit new properties and create new devices.
[  ]  4. Nanoscale research is a people story.
[  ]  5. No one knows what nanoscale research may discover, or how it may be applied.

[ X ]  6. How will nano affect you?

Forums Overview

Introduction: The NISE Network:
The Nanoscale Informal Science Education Network (NISE Net) is a national infrastructure comprised of science museums and university based research centers collaborating to foster public awareness, engagement, and understanding of nanoscale science, engineering, and technology through establishment of a network that links science museums and other informal science education organizations with nanoscale science and engineering research organizations. It is funded by a five-year cooperative agreement between the National Science Foundation and the Museum of Science – Boston and its core partners: the Exploratorium and the Science Museum of Minnesota.

Other subawardees have included: Oregon Museum of Science and Industry, Museum of Life and Science – Durham, New York Hall of Science, Sciencenter in Ithaca, Fort Worth Museum of Science and History, Cornell University, University of Wisconsin – Madison, the Materials Research Society, the Association of Science-Technology Centers, Inverness Research Associates, and Multimedia Research.

The goals for the NISE Net are to:

1. Engage the public with nanoscale science, engineering and technology through exhibits, programs, media, forums and other kinds of informal educational products;

2. Build a professional network of relationships, alliances, and professional development opportunities between museums and the research community; and

3. Generate essential new knowledge for learning about nanoscale science and engineering.

One of the primary goals is to engage the museum going public and other partner stakeholder groups by helping to bring nanoscale exhibits, programs, and media to as many informal science education venues as possible, with a specific target of 100 venues over the course of the grant. The NISE Net plans to reach this goal by building a network of relationships between informal science education organizations, nanoscience researchers, and professional associations that can work together to accomplish more than any single institution could do on their own.

Nano Public Forums Overview: 

One focus of NISE Net’s activity is the creation of nanoscale science, engineering and technology public forums that offer participants the opportunity to engage in thoughtful conversations about important issues regarding the potential societal, environmental and ethical implications of nanotechnology. They provide a vehicle for people of diverse views and backgrounds to deliberate on difficult issues and to seek a more comprehensive understanding of the topic.

The overall charge to the NISE Net Forums Team is to develop, test, and disseminate program models aimed at engaging adults and teenagers with informal educational experiences that incorporate discussion, dialogue, and deliberation around societal implications of nanoscale science, engineering and technology. The purpose of this manual is to provide information on how to engage members of the public in thoughtful conversations about important issues in nanotechnology.

The Forums Team (Figure 1) collectively has presented more than 30 forum programs and developed two program models (with different formats and topics) that have been tested at all five institutions, as well as a number of other forum program models implemented at only one or two sites. Going forward, the Forums Team plans to develop one more program model and to create dissemination packages for all three developed and tested programs. These program packages will be made available on nisenet.org along with information about other program models.

In addition to creating additional program models and distilling and posting the relevant knowledge about producing forum programs, work will be done in the remaining three years of the grant to expand the number of institutions with experience in presenting such programs.
Figure 1. Museum Collaborators in NISE Net's Forums Team

	Museum 
	Contact

	Exploratorium 
	Veronica Garcia-Luis

	Museum of Science 
	David Sittenfeld

	Museum of Life + Science 
	Brad Herring

	Science Museum of Minnesota 
	Dave Chittenden

	Oregon Museum of Science and Industry 
	Amanda Thomas

	 
	

	Evaluation Coordinator
	 

	Museum of Science 
	Christine Reich


NOTICE:  You're welcome to alter this program to suit your needs.  In fact, we encourage it!  Change it around, and if you find something that works let us know.  Post your revisions on www.nisenet.org. You may also find it helpful to refer to the Forums Manual for more detailed information on hosting a forum.

Program Delivery

Agenda:

The following agenda is one example that you may find useful when designing your forum.  Please feel free to modify it to meet your needs and requirements. 

* Pre-survey (before the start of the forum) - If the forum will be evaluated, have the participants fill out the pre-forum evaluation while they are waiting for the forum to begin.
1. Welcome/Introduction – 5 minutes
· Have the moderator of the forum give an introduction to your museum/institution and to the format of the forum.

· Introduction to the NISE Net and your role with the network if applicable.

· Introduce speaker(s) – obtain presenter biographies before hand to use for introducing each presenter

2. Professional Speaker Presentation – 25 minutes
· Have the speaker give an introduction to nanoscale science, engineering and technology and provide examples of current or future applications that pertain to privacy.

3. Q&A for any clarifying questions – 10 minutes
4. Reading or enactment of the “Let Alone” Play – 15 minutes
5. Introduce to Dialogue and Deliberation of scenarios and review ground rules – 5 minutes 

6. Small Group Deliberation of Scenario A – 15 minutes 

· Split audience into small groups and have them sit around roundtables to discuss scenario A. Each group will have a different scenario A. 

7. Small Group Deliberation of Scenario B – 15 minutes 

· Give each group the uniform scenario B and ask them discuss it and respond to the overarching question that has been placed on each table before the forum starts.

8. Individual or Group Reflection/Report Out – 15 minutes
· Either have each group report to the whole group what they discussed during the group deliberation or ask volunteers to stand up and share with everyone what they discussed on either scenario A or B or the play. If reporting on scenario A, have them read it aloud since there are multiple versions of scenario A.

7. Whole Group Reflection/Report Out Questions-- 5 minutes

1. Is there anything that surprised you?  

2. Anything that made you think differently? 

3. Were there any points brought forward in your group that helped you to understand another perspective? 

4. Any particularly interesting points that your group identified?

* Post-survey (after the conclusion of the forum) - If the forum is being evaluated, have the participants fill out the post-forum evaluation at this time. 

Program Length:

1:45 Hours

Cleanup: 

Taking down the A/V equipment, bidding guests and speakers farewell, and cleaning up the space can take up to an hour. Satisfied speakers and participants tend to linger and continue to discuss the topic. This is to be expected with a forum. It is helpful to have someone cleaning up while at least one other person plays genial host.
Background Information for Speaker: 

The following is a brief list of basic nanoscale science talking points intended to help presenters think about the kind of information they should include in their presentations. For information regarding soci​etal and ethical implications of new and emerging nanotechnologies, please see the article Nanotechnology & Society: Ideas for Education and Public Engagement located in the appendix section of the Forums Manual.

· Nanoscale science is an emerging area of scientific research that encompasses many areas of study, including chemistry, biology, engineering, physics, and medicine.

· Nanotechnology will enable new advances in fields such as medi​cine, computing, and consumer products, and will likely have an effect on much of everyday life.

· Nanotechnology has to do with very small things, smaller than you can see with an ordinary microscope.

· A nanometer is very small, a billionth of a meter or 10-9 (for example, approximately 80,000 nanometers = width of human hair).

· Materials can have different characteristics at the nano scale (for example, gold particles change color the smaller they become).

· Along with the new benefits of nanotechnology may come risks that are currently unknown to our health, environment, and society.
Participant Materials

The following materials should be placed at each table before the forum gets underway. You may wish to highlight the overarching question by having it on its own sheet of paper and in the center of the table for everyone to refer to throughout the forum. Below you will find two scenarios that the participants will use during the group deliberation, the overarching question, and a set of resources for the participants to refer to throughout the forum.

Overarching Question:

How can nanotechnology affect your privacy?

Scenarios: 

Scenario A: Group 1

Your dad has Alzheimer’s, and has been found out of his house, wandering lost. You currently cannot afford a personal care assistant/nursing home care. An option is an implanted RFID (Radio Frequency Identification Device - - nanotechnology has enabled these devices to be shrunk: the device will be smaller than a piece of rice, cause dad no harm or pain and is cheaper than other care options - - the device itself is smaller than a grain of rice). This RFID will keep track of where he’s going, and will automatically notify you if he’s ever where he should not be. 

Do you tag dad with the RFID?

What if it were your elementary-school aged son or daughter?

The American Government has plans to RFID all of its soldiers being sent to Afghanistan, for safety’s sake. Do you support this? 

Scenario A: Group 2

Your daughter Lucy is 14 years old, and wants to earn some money. She and her peer group have found out about a marketing company that will pay her to wear a RFID tagged bracelet. This bracelet will collect her consumer habits, what stores she patronizes, what she buys, etc. Not only will she be paid to wear the bracelet, but she’ll also receive coupons to the stores she frequents. 

As the parent, you will also receive a small stipend for Lucy’s “work”, and the option to always be able to access Lucy’s account (to see what stores she visit, what she purchases, etc.).

Do you allow Lucy to wear the bracelet?

If Lucy ‘refers’ you, i.e. signs you up to wear a bracelet, her payment increases. You will then receive coupons to stores you frequent, including gas stations and grocery stores. Do you wear the bracelet? 
Scenario A: Group 3

You’ve recently lost your health insurance, due to a sudden change in career. Luckily, you have no dependents to be effected by this change: you start looking for individual coverage. 

In researching coverage, you find that a major health insurance company is offering a “technology health coach”. In order to keep you consuming the right food and not use tobacco or other substances, nano-sensors would be installed in your living space. 

Whenever you come home, you’d be scanned by nano-sensors that would break down what you’ve been eating, smoking, or drinking (they read the chemical signatures on your breath, your skin, etc.). A signal is wirelessly sent to the insurance company: given how much “negative substances” you consume, your insurance premium may increase.

The monthly cost of this insurance is incredibly cheap - - starting at just $15 per month. As long as you continue to be scanned positively, this premium will stay the same, and after one year, the price of your insurance will actually go down. However, if you test ‘negatively’, your premium will increase - - until your behavior changes. 

Do you take this insurance? Why or why not?

You ask for some information about this insurance from the company. You receive an information packet, along with a number of coupons for “recommended” foods, all produced by a large, pre-packaged food company. The insurance company “endorses”, or has been paid to “endorse”, this company’s products. Do you now take the insurance? 
Scenario A: Group 4

You are diagnosed with a fast-moving degenerative hearing loss. You start looking into hearing aids, and soon, into cochlear implants. You are currently uninsured, but finally end up going to a doctor. They recommend an implant, but caution that implants are incredibly expensive. 

A marketing company offers cochlear implants at an incredibly reduced rate… the catch is, every morning, you would be greeted with a different message from the company. (Like turning on your television, and putting up with the commercials. There is a nano-enabled radio receiver in your implants that receives the messages.) The company promises that this is incredibly safe, that this will not interfere with any emergency situation, and that you can stop the service at any time (but you will be charged the cost of the implant). 

Do you take the cheaper cochlear implants?

Would this decision be different to make if you were making it for another person?

What if the company offers the implant for free - - the catch is that anytime you enter a store that has a contract with this marketing company, the tiny microphone in your implant transmits everything you say or hear. Now do you accept? 
Scenario A: Group 5

The Internet is great! You have been using a free internet service to store documents for your small business, use it for your personal and business email... it stores all of your contacts, you use it as your main (i.e. only) search engine - - you’ve even subscribed to a application which can show where you are on maps posted on this service, using the GPS on your phone - - allowing your contacts to see where you are at any time. 

Nanotechnology has allowed this sort of tracking & processing to be easier, faster, cheaper. 

In the news, a man has been tracked and arrested - - using information taken from his free internet email account, internet mapping information, etc.). 

Do you consider giving up your free email account? Do you continue to use the free services that you’ve come to depend on? (You use these free Internet maps from your GPS enabled cell phone and, currently, this free service is your primary email address)

What amount of privacy should be exchanged for convenience? 

What if the government demanded that this free Internet service provide them with their databases containing personal and private information?

To what extent is privacy a right that the government can have access to and what options should you have to opt out?
Scenario B: All Groups

There’s been another attack on America. This time, terrorists targeted a subway line. The loss of life was much less than 9/11, but it was over 500. 

Nanoscale technology has allowed computers to receive, store, and process data at an unprecedented rate. (For example, they’re now able to connect where you purchased your gas to where you live to who lives next to you, etc…) 

An option is implementing a surveillance system on public transportation—as you are scanned, your record and history and affiliations would be checked, and you would be allowed to enter (or not enter) the subway—a similar process to getting a passport, but obviously much, much faster. 

At first, the scanning would be done using an Identification Card (i.e. much like a passport, or a National ID card). However, authorities would like to move the scanning to a more foolproof technology—initial thoughts are leaning towards retinal scans.

Do you support the implementation of this surveillance?

If this system were in place, would you still continue to take the subway? (Is public transportation a right?) 

Should an individual’s history matter, or is it what an individual physically carries onto public transportation?

Where does the need for community security outweigh the right/privilege of privacy, in your view? 
Group Reflection/Report Out Questions

1. Is there anything that surprised you?

2. Anything that made you think differently? 

3. Were there any points brought forward in your group that helped you to understand another perspective? 

4. Any particularly interesting points that your group identified?

Example Marketing Blurb:

Every time we use a credit card, swipe a subway pass, or send an email we are sharing personal information about ourselves. Just how is the information used? Who sets the standards? And how do these policies affect our civil liberties? 

The (name of host institution) invites you to participate in a free forum on privacy and nanoscale technology. We’ll feature an introduction to nano, followed by an exploration of the possible societal and ethical implications. No previous knowledge needed!

Resources on Nanotechnology and Nanomedicine: 

nano & me: Nanotechnology in our lives

http://www.nanoandme.org/social-and-ethical
The Responsible Nano Forum

www.responsiblenanoforum.org
Universal Design

The following features of the program’s design make it accessible:

1. Repeat and reinforce main ideas and concepts.

2. Provide multiple entry points and multiple ways of engagement

3. Provide physical and sensory access to all aspects of the program. Visitors can touch, see and hear different elements of the program.
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